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Abstract—Linear map commitments allow the prover to com-
mit to a vector, with the ability to prove the image of a linear
map acting on the vector. In this paper, we propose linear
map commitments with updatable feature and perfectly hiding
property. Updatable feature means that the prover can update
the commitment more efficiently than recompute the commitment
when some of the entries in the committed vector are changed.
Perfectly hiding property ensures the commitment reveals no
information about the committed vector before opening. Then
we present the implementation of our updatable linear map
commitment (ULMC) over the 256-bit BN curve recommended
in the SM9 standard, which provides around 100-bit security.
The implementation shows that our ULMC schemes are efficient
enough to support the elementary database constructions that
simultaneously permit batching membership test, linear combi-
nation test, updatable feature and authenticity. Finally, we show
that the ULMC-powered elementary databases are capable of
supporting various applications where privacy and trust are the
first priority such as exam result management systems, Internet
of Things (IoT) management systems and business operations
between banks and enterprises.

Index Terms—Updatable linear map commitments, Internet of
Things, Elementary databases.

I. INTRODUCTION

Commitment schemes [1]-[5] are important cryptographic
primitives which are widely used as a fundamental building
block in a number of cryptographic protocols such as verifiable
databases, cryptographic accumulators, elementary databases,
secure multiparty computations, zero knowledge proofs, etc.
A commitment scheme provides a tool to hide (i.e., Commit)
a chosen value, with the property of being able to later reveal
(i.e., Open) and check (i.e., Verify) the value or the result
computed over the value. There are two properties to be
considered, binding and hiding. Informally speaking, binding
means the committer cannot change the value after committing
to it, and hiding means the commitment does not leak any
information about the committed value.

Recently Lai and Malavolta introduced the notion of linear
map commitments [6], where the committed value is a vector.
Let ¢,q be positive integers and F be a finite field. For
a length-¢ vector x and a linear map f : F' — TF9, a
linear map commitment can be opened to f(z). Linear map
commitments are powerful enough to simultaneously support
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single/batching membership test and linear combination test,
but their constructions of linear map commitments lack the
updatable feature and hiding property.

One of the promising applications of linear map commit-
ments is elementary databases [7]. Elementary databases are
cryptographic tools that integrate with different commitments
to provide different functionalities such as membership test,
range test and so on [7], [8]. As increasing interest is focused
on data security and privacy in modern cyber era, a number
of applications call for versatile elementary databases.

An elementary database D is similar to a hash table, it is
comprised of key-value pairs (z,y)’s such that each key z
occurs only once and takes value y = D(z). If we take the
position index as the key, an elementary database allows one
to commit a database that consists of the position-value pairs
{(#,D(¥))|1 < ¢ < ¢,D(i) € F} and prove that D(7) is the
value at position 3.

In this paper, we propose the updatable feature and hid-
ing property for linear map commitments, then employ
the enhanced commitment schemes to construct elementary
databases that achieve the following goals,

o Single or batching membership test. Given index set
I = {ig,.iy € {1,2,..,0}, test if alleged
{D(i1), ..., D(i))} are the values at positions I respec-

tively.
e Linear combination test. Given index set
I = Aiyig i} € {1,2,..,4} and vector

(ai,, iys-ya,) € B check if an alleged value
is equal to )., a;D(i). Specially, check if an alleged
value equals to the sum of D(i)’s or the average of
D(i)’s.

o Updatable feature. When the original data is revised, the
corresponding commitment can be efficiently updated.

o Authenticity. The elementary database should not be
modified without the informed consent from users.

A. Related Work

Different commitments are proposed to serve different ap-
plication scenarios [2]-[5], [9]. Here we mainly investigate
the non-interactive vector commitments with trusted setup and
their variants. The vector commitment, introduced by Catalano
and Fiore [10], allows one to commit to a length-¢ vector z,
and later open at a specific index (i.e., prove that x; is the i-th
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TABLE I
COMPARISON OF THE PROPERTIES AMONG DIFFERENT COMMITMENTS.
BMT | LCT | Updatable | Hiding

VC [10] v X v X

FC (Linear form) [11] X v X v
SVC [6] v X X X

LMC [6] v v X X

ULMC (This paper) v v v v

VC: Vector commitments, FC: Functional commitment, SVC: Subvector
commitment, LMC: Linear map commitment, ULMC: Updatable linear map
commitment. BMT: Batching membership test, LCT: Linear combination test.

entry of ). Then Libert et al. proposed a generalized notion
of vector commitments called functional commitments [11]. A
functional commitment allows one to commit to a value m and
later reveal f(m), i.e., the image of the function f computed
over m. As an instantiation of functional commitments, linear
form commitments are given in [11]. For a length-¢ vector
z and a linear form f : F* — F (for f = (f1,....fi) €
F f(z) = Zle fiz;), a linear function commitment can
later be opened to f(z), thus enabling the linear combination
test. Lai and Malavolta introduced subvector commitments
and linear map commitments [6]. A subvector commitment
is the batching version of the vector commitment, it allows
one to committed to a length-¢ vector x, and the commitment
can be opened at an ordered index set I C {1,2,...,.¢}
(ie., prove {z;,i € I} is the value in z at the indices [
respectively). linear map commitments are also instantiations
of functional commitments, but they further generalized the
subvector commitments and linear form commitments with
respect to dimensions. For a length-¢ vector x and a linear
map f : F* — F9, a linear map commitment can be opened to
f(z) (for f = (fi;) € FI*¢, f(x) is the result of the matrix
f times the vector ac) Table I summarizes the properties of
the aforementioned commitments.

For a length-¢ vector z, if we compute a polynomial g by
Lagrange interpolation over {(i,z;)|i € {1,2,...,4}}, then
g(i1) = ;. Opening to the i-th entry of vector x is the
same as opening to ¢(¢). In this sense, we can obtain vec-
tor commitments from polynomial commitments. Polynomial
commitments, first proposed by Kate et al. [12], also devel-
oped into different variants that support committing to single
polynomial or multiple polynomials, and opening to single
point or multiple points on single polynomial or multiple
polynomials [12]-[16].

The concept of elementary databases was introduced by
Micali, Rabin and Kilian [7]. Their constructions support
membership test and non-membership test. Chase et al. for-
malized a new kind of commitment scheme called mercurial
commitments, then employed them as underlying building
blocks to construct elementary databases [17]. Libert et al.
[8] took the full advantage of mercurial commitments to
construct elementary databases that support range queries over
keys and values. Those constructions are equipped with zero-
knowledge, but none of their constructions simultaneously
permits batching membership test and linear combination test,

which motivates our work.

B. Our Method and Contribution

In this paper, we mainly carry out our work in the following
three aspects.

o We propose the updatable feature and hiding property for
linear map commitment schemes. We need an algorithm
to efficiently update the commitment if some entries of
the committed vector are revised. By ditching the old
exponents and multiplying the new exponents for every
revised entry, we can compute the revised commitment
more efficiently comparing to fully recompute it. The
hiding property is achieved by adding an exponent to a
random number. The method is similar to that in Pedersen
commitment [18] and in functional commitments [11].

o We implement the updatable linear map commitment
over a 256-bit BN curve. We analyze the complexity
of the updatable linear map commitment schemes, then
implement the schemes over system parameters of the
256-bit BN curve and R-ate pairing defined in SM9
[19], which provide around 100-bit security [20]. Our
implementation is over asymmetric bilinear groups, thus
providing higher efficiency compared with other symmet-
ric setting counterparts.

o We apply updatable linear map commitments to construct
elementary databases that support batching membership
test, linear combination test, updatable feature and au-
thenticity. To the best of our knowledge, this is the first
elementary database scheme that simultaneously supports
batching membership test, linear combination test and
updatable feature. Suppose f : F* — F? is a linear map
(f can be denoted as a matrix in F2*¢), {(i, D(3))|1 <
i < (} is a size-{ elementary database committed with an
updatable linear map commitment. If one picks up f as a
matrix whose each row is a standard unit vector (the vec-
tor with an entry 1 and the rest entries 0’s), the elementary
databases can achieve single or batching membership test.
If one utilizes only the first row of f and set the rest
rows as 0’s, the elementary databases can achieve linear
combination test. Finally, updatable feature and authen-
ticity are inherently provided when employing updatable
linear map commitment schemes. It is worth noting that
the linear combination test can be used to query the
sum or average of a subset of elementary database D.
Suppose index set I = {i1,ia,...,07)} € {1,2,...,¢}
and D(I) := {D(i)|i € I}. One can query the sum of
elements in D(I) by taking the first row of the linear
map f as vector (ay,as,...,as) where a; = 1 fori € T
and the rest a; = 0. One can further get the average of
elements in D(I) by dividing the sum by |I|.

C. Roadmap

The rest of the paper is organized as follows. In Section
II, we introduce notations and some basic definitions. In
Section III, we present the updatable linear map commitments
with perfectly hiding property. In section IV, we analyze
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the complexity of our commitment schemes, then show the
implementation. In Section V, we apply our commitment
schemes to construct the elementary databases. Finally, we
conclude our paper and point out the future research direction
in Section VL.

II. PRELIMINARIES

Notations. Without special explanations, let D or key-
value pairs {(z,D(z))} be an elementary database, and
{(i,D(i))]1 < i < ¢} an elementary database whose key is
the position index. Let ¢ € N be the size of a vector or an
elementary database, [{] the set [{] := {1,2,...,£}, p a big
prime integer, and e a bilinear pairing defined over the elliptic
curve groups. Let poly()\) be a polynomial function in A, €(\)
a negligible function in A, y < Alg(z) an algorithm whose
input is  and output is ¥, and a <—g Z,, uniformly picking a
random o from Z,,.

A. Updatable Linear Map Commitments

Here we introduce updatable linear map commitments that
empower our elementary databases. The following definition
is derived from [6] by adding UpdateCommit algorithm.

Definition 1. (Updatable Linear Map Commitments
(ULMCQ)). An updatable linear map commitment is comprised
of five algorithms ULMC = (Setup, Commit, UpdateCom-
mit, Open, Verify):

e crs +Setup(1*, F;w): Let £,q € poly(\) be positive
integers, and F C {f (Ff— Fq} a family of linear
maps, where [ is the domain field. Taking the security
parameter 17, the description of the family F, and a
random tape w as inputs, it generates and outputs a
common reference string crs. We assume crs is input to
following four algorithms, and do not write it out.

o (com,aux) «+Commit(z): Taking a vector x € F* as
input, it outputs a commitment string com and some
auxiliary information aux.

e (com’;aux’) <+UpdateCommit(com,aux,x’): Taking
the original commitment com, its corresponding aux,
and the new vector ' as inputs, it outputs a revised
commitment com’ to x' and a new auxiliary information
aux’.

o m «Open(f,y,aux): Taking an f € F , an image
y € 9, and some auxiliary information aux as inputs, it
outputs a proof © showing that y = f(x).

o b e {0,1} «Verify(com, f,y,n): Taking a commitment
string com, an f € F, an image y, and a proof m as
inputs, it outputs 1, if and only if com is a commitment
to x and y = f(x).

A ULMC scheme is said to be correct if an honest com-
mitter can convince the verifier, i.e., the probability that the
verifier outputs 0 is negligible. A ULMC scheme is said to be
function binding, if the PPT adversary cannot cheat using an
inconsistent system. A ULMC scheme is said to be perfectly
hiding, if the adversary cannot distinguish the commitments

to two different vectors. Their formal definitions are given as
follows,

Definition 2. (Function Binding). An updatable linear map
commitment over T is said to be function binding if for any
PPT adversary A, positive integers m, 1, q € poly()\), and the
set of linear maps F C {f (Ft— Fq}, the probability

Vk € [m], fr € F Ay € FIA
Pr Verify (com, fi, yr, ) = 1;
P € FY s.t. VE € [m], fx(z) = yi-

crs < Setup (1%, F;w)
(com, {(fis v ) ey ) + Alers)

is negligible in \.

Definition 3. (Perfectly Hiding). An updatable linear map
commitment over F is said to be perfectly hiding if for a crs
generated by an honest setup, for all vectors x1,19 € F*
with x1 # x2, Commit(z,) and Commit(zz) have identical
distributions given that the random coins of Commit are
uniformly randomly chosen.

B. Elementary Databases

Elementary databases enable querying the database with a
key and obtaining an answer to the problem whether there is
a value associated to the key in the database. An elementary
database D is similar to a hash table, it is comprised of key-
value pairs (z,y)’s such that each key x occurs only once and
takes value y = D(x). This paper takes the position indices
as the keys of an elementary database D, thus it allows one
to commit a database that consists of the position-value pairs
(i, D(#))’s and prove that D(i) is the value at position 4.

Definition 4. (Elementary Databases (EDB)). An elemen-
tary database consists of the following four algorithms
EDB=(Setup, CommitDB, Prove, Verify):

e Crs <—Setup(1)‘7 Z; w): Taking security parameter 1%,
database size { and random tape w as inputs, it generates
and outputs common reference string crs. We assume crs
is implicitly input to following three algorithms.

o (com,aux) <—CommitDB(D): Taking the database D as
input, it outputs the commitment to D, com, and auxiliary
information aux.

o 7, <Prove(z,y,aux): Taking the key x, value y, and
auxiliary information aux as inputs, it outputs a proof m,
that y = D(x) in this database.

e {0,1} <« Verify (com,z,y,n,): Taking the database
commitment com, key x, value vy, proof w, as inputs, it
outputs 1 if and only if com is a commitment to D and
y = D(x) in the database.

Two security properties are of interest, completeness and
soundness. Completeness implies that an honest prover with
an honestly generated proof can always convince a verifier.
Soundness guarantees that the prover cannot cheat a verifier
with a forged keyed value D(z).

Some other EDB constructions such as [7], [8], [17] may
consider zero-knowledge property that ensures the protocol to
prove D(x) is the value with respect to = without revealing
any further information about the database D, even without
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leaking the size of D [7], [8]. Our EDB construction in this
paper is not zero-knowledge.

III. UPDATABLE LINEAR MAP COMMITMENTS WITH
PERFECTLY HIDING PROPERTY

Our ULMC construction is inspired by the scheme presented
in [6] via adding the updatable feature and perfectly hiding
property. Those two properties are necessary in various sce-
narios. For instances, in an examination where false marks are
given, the exam organizers should have the ability to revise the
marks with the consent of the exam participants. Or in an IoT
network where a sensor generates wrong data, there should
be a way to correct it and efficiently update the commitment.
For all scenarios we do not want the commitment to leak any
information about the database before opening process, thus
the perfectly hiding property fits in.

The construction is presented over asymmetric pairing
groups in order to achieve better efficiency, which is the case
of our implementation in Section IV.

Let e : G; X Go — G be an asymmetric elliptic curve
bilinear pairing, prime integer p the order of G, Gs, G, and
G, H the generators of G1, Gy respectively. Let « be a vector
in Ze g € N the dimension of the image and F := {f|f :
Z % Z3} the set consisting of all linear maps from Zf to Zj.
A ULMC instance defined over asymmetric blhnear pamng
is comprised of five algorithms ULMC = (Setup, Commit,
UpdateCommit, Open, Verify):

e crs «Setup(1*, F;w) :
- (p,G1,G2,Gr,G, H,€) + GGen (1*;w)

- 0, 21,...,%¢ g Zp
- Vi€, Gy =G,
Vi€ gl,j € [25]\{“1} ;
Giygi= Go Hyj = Ho
( p,G1,G27GT7G H {G }je[f )
Crs .= H '
{Gij Hijtieg) seoa ety - €
return crs

e (com,aux) +Commit(z):

— Suppose vector x = (1, T2, ..., z¢) is of length £.

Compute
com:=G7 - [T;cin G;J for 7y < Zy,
aux := (z,7).

return (com, aux)
e (com’;aux’) «+UpdateCommit(com, aux; z'):
— Parse aux as (x,). Suppose z’ is also of length .
Let I,y := {i |z; € x and x; ¢ 2’} be an index set
consisting of all entries in x but not in z’. Compute

i€], ’ i€l

!
com’ :=com-G" -

’

T—x T—x

for a randomly chosen ' <—g Z,,
aux’ = (a/,y + 7).
return (com’,aux’)

e m<Open(f,y,aux) :

— Parse aux as (z,7),

me I (s I

fi,j
Gz )}+1+k ]) .
i€lq] je[4] kele\{7}

return
e be {0,1} < Verify(com, f,y,m) :

- Check if y € Z;
— Check if the following equation holds,

e(com. TT IT #4.,)

i€lq] je[{]

= e(Gl, 11 H;‘{;) ce(m, H).

i€lq]

If both checks pass, output 1. Otherwise output 0.

The updatable property is inspired by [10], [21]. One can
see that UpdateCommit is more efficient than directly call
Commit to re-compute the commitment string when the size
of the revised entries is less than half of that of the entire
committed vector. In UpdateCommit, there is no need to
multiply the term G7, because the resulting secret hint will
be v+ 7,, which is also random.

Theorem 1. Suppose £,q € poly(\), and suppose 1/p € €(\)
is negligible in \. The above ULMC is function binding in the
generic bilinear group model.

Proof. The proof is given in the full version due to the page
limitation. Essentially the proof is similar to the one presented
in [6]. O

Theorem 2. The above ULMC is perfectly hiding.

Proof. Notice that for any fix vector x, when ~ is uniformly
randomly chosen from Z,, the resulting commitment com is
uniformly distributed over G;. This implies that for any vector
x, the random variables describing the output of Commit
are identically distributed, which indicates that the ULMC is
perfectly hiding. O

IV. COMPLEXITY ANALYSIS AND IMPLEMENTATION

In this section, we analysis the complexity of our ULMC
presented in Section III, then provide an implementation in
C++ to illustrate its efficiency.

Suppose e : G; X Gy — Gp is the asymmetric pairing
used in our ULMC. Three essential operations involved in
ULMC are addition, scalar multiplication and asymmetric
pairing computation over elliptic curve groups. Let A;, Ao
be the addition operation in G1, Go respectively, My, My
the scalar multiplication in G, G2 respectively, and E the
R-ate pairing computation. Let x be a vector of length ¢,
I= {il,ig, ,Z‘]‘} - [é] and zj := {.I‘l‘Z S I}
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TABLE II
COMPLEXITY OF DIFFERENT OPERATIONS

TABLE III
TIMING OF DIFFERENT OPERATIONS

Commit UpdateCommit Open Verify Commit | Update Open Verify
, 3E + [I| My BMT 0.17

BMT 0+ 1)M 21|+ 1) M- I|(¢+1)M = [
( ) 1 ( | ‘ )My | ‘( )My +(2‘]|72)A2 |I|_1100(()), ICT 0.10 NA 10.18 017
LeT | (ex DMy | @I+ )b | res g | 3E T U+ DM ST 1009 | 001
(1] —1)A, BMT 0.17

3E + M3 ] = 100, 100.60 |2t
ST | (¢+1)My | (2] +1)M; \T]eMy v 000 ICT | 101 0.20 0.17
+{Z = DA =1 ST 10051 | 001
Complexity of batching membership test (BMT), linear combination test 7] = 100 BMT 1008.23 0.17
(LCT) and sum test (ST) corresponding to index set I C [¢]. We take ¢ = ¢ ¢ =10.000 _LCT 10.05 0.20 ) 0.17
so that all the data in the committed vector can support membership test. Sum ’ ST 1006.97 0.01

test is for the case when the coefficients of linear combination are 1’s, i.e.,
test if an alleged value equals to Y, ; D(4).

A. Complexity Analysis

According to the ULMC scheme presented in Section III,
we obtain the complexity of different algorithms as follows.

o Commit. The complexity is (¢ + 1)M; + £A;.

o UpdateCommit. Let [ be the index set indicating revised
entries, then its complexity is (2|] + 1)(M7 + 4;).

o Open. In batching membership test, f is a matrix where
each row is a standard unit vector (the vector with an
entry 1 and the rest entries 0’s). Let I be the index set
of entries to be tested, then f;; = 1 when ¢ = j for
i,7 € I, fi,; = 0 for the rest indices. The complexity is
[T|(¢ + 1)M7 + (|I]¢ — 1) A;. In linear combination test,
only the first row of f is non-zero, i.e., f; ; # 0 for i =
1,7 € I, fi; = 0 for the rest indices. The complexity is
|[7|(¢+1)M;1+(]I|¢—1)A;. For sum test, the functionality
is testing if an alleged value equals to ), _; x;, which is
a special case of linear combination test with f; ; = 1 for
i =1,j € I. The complexity is |I|¢M; + (|I|¢ — 1) A;.

o Verify. Note that if f;; = 1, we can get H; i, ; for
free. Following similar analysis as that of Prove, we can
obtain that the Verify complexity of batching membership
test is 3E + |I| Mz + (2|I| — 2) As. In linear combination
test, y; = 0 for 2 < ¢ </, so the Verify complexity is
3E + (I +1)Ms + (|I| — 1)As. The Verify complexity
of sum test is 3E + My + (|I| — 1)As.

In practice, the order of G1,G5 is usually no less than
256-bit, which indicates that A;/M; < 0.005,7 = 1,2. We
omit A; in Commit, UpdateCommit and Open. The result
is summarized in Table II. We have ¢ > |I| > 2 in batching
membership test, linear combination test and sum test, under
this circumstance Table II shows that the performance bottle-
neck is Open.

B. Implementation

We implement our ULMC scheme over the 256-bit BN
curve and R-ate pairing recommended in the SM9 standard
[19]. The BN curve is defined by equation E : y? = 2% + 5
over the finite field F with characteristic

0xB6400000 02A3A6F1 D603ABAF F58ECT745
21F2934B 1A7AEEDB E56F9B27 E351457D,

char =

Unit: Second. Timing of batching membership test (BMT), linear combination
test (LCT) and sum test (ST) for |I| = 100 and different £’s. Time is measured
on a 2.6 GHz processor running single thread.

and the group order of Gi,Go, Gy is

0xB6400000 02A3A6F1 D603ABAF F58ECT744
49F2934B 18EA8SBEE E56EE19C D69ECF25.

order =

In our implementation, we assume the basic operations
(addition, subtraction, multiplication and inversion) in I have
been implemented, we employ the multiple precision arith-
metic library GMP to achieve this!. We implement degree 12
extension of [F as a “tower” of subfield extensions in order to
efficiently compute R-ate pairing e. We implement additions,
scalar multiplications over elliptic curve groups G, Gy and
R-ate pairing ¢ : Gy X Go — Gp. Finally we implement
ULMC scheme and test its performance for different |I|’s and
£’s. The result is presented in Table III. When |I| > ¢/2,
it is more efficient to directly invoke Commit rather than
UpdateCommit.

V. ULMC-POWERED ELEMENTARY DATABASES AND
THEIR APPLICATIONS

We build our elementary database D = {(i, D(i)), 1 <
i < ¢} by integrating D with ULMC scheme. Such an EDB
extends the basic EDB presented Definition 4 in two aspects:

« It has an updatable feature.

o It provides single/batching membership test and linear
combination test.

Security properties of the EDB construction are ensured.
Completeness of the elementary database is trivial. By follow-
ing the scheme, one can easily conclude that the verification
will pass. Soundness is derived from the function binding prop-
erty of the commitment in the generic bilinear group model.
If y # f(D) and the verification passes with probability that
is non-negligible, it would be a direct contradiction to the
function binding property.

We finally propose three scenarios where our EDB’s can be
deployed.

o In the situation where participants are taking a college
entrance exam that may determine their future. The exam
is so important that all the participants want to have such
an elementary database powered exam result management

IGMP: The GNU Multiple Precision Arithmetic Library, https://gmplib.org/
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system that could ensure them to get trustworthy results
and the exam organizers could not manipulate the results
under the table.

o In the case that a nuclear power plant is cracked. Au-
thorities set up a nuclear leakage monitoring system that
consists of network of sensors. The authorities allege the
environment to be secure but the residents do not trust
it, so it is eagerly needed to have such an elementary
database powered Internet of Things (IoT) management
system that enables to query the average of all sensor data
in a trustworthy way and that make sure the authorities do
not have the ability to modify the data behind the scene.

e In the circumstance where a bank for some business
reasons requires the sum of employees’ wages of a
company and the company wants to keep individual em-
ployee’s data secret while convinces the bank, it needs an
elementary database powered wage management system
that can check if alleged value equals to the sum of the
wages without revealing individual wages.

All above application scenarios do not require zero-
knowledge, because after the opening process, an exam partic-
ipant is supposed to know his marks, a citizen is supposed to
know the average of the monitoring data in the nuclear leakage
monitoring system, and a bank is supposed to know the sum of
the wages. The implementation benchmark in Table IIT shows
that our newly constructed EDB’s are capable of supporting
our envisioned application scenarios.

o In exam result management systems, an exam participant
wants to query their individual results, and a class coor-
dinator wants to query the average mark of the class. In
this situation |I| is the class size, and it is reasonable to
take |I| = 100. Table III shows that our EDB can support
an exam result management system whose size is 10,000
with reasonable Prove time in about 1,000 seconds.

o In IoT management systems or support of the business
between banks and enterprises, the sum of all entries in
the EDB or the average of all entries in the EDB are
usually needed, which means |I| = ¢, where ¢ is the size
of the IoT system or the enterprise. Table III shows that
our EDB can support such a system whose size is 100
with Prove time in around 10 seconds.

VI. CONCLUSION

With the increasing interest to data security and privacy,
applications such as exam result management systems, Inter-
net of Things and empowering business between banks and
enterprises call for versatile elementary databases.

In this paper we proposed the updatable feature and hiding
property for linear map commitment schemes to obtain ULMC
scheme, then we analyzed the complexity of our ULMC
scheme and presented the implementation. We applied our
ULMC to construct the first ever elementary databases that
simultaneously support batching membership test, linear com-
bination test, updatable feature and authenticity, thus fulfilling
the goal to support aforementioned applications.

Next, we will strive for further speeding up our implemen-
tation so that our EDB’s can be deployed to applications with
larger scales.
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