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Abstract—Membership proof is a very useful building block
for checking if an entity is in a list. This tool is widely used
in many scenarios. For instance in blockchain where checking
membership of an unspent coin in a huge set is necessary, or
in the scenario where certain privacy-preserving property on
the list or on the entity is required. When it comes to multi-user
applications, the naive way that verifies the membership relations
one by one is very inefficient. In this work, we utilize subvector
commitment schemes and non-interactive proofs of knowledge of
elliptic curve discrete logarithms to present two batched mem-
bership proofs for multiple users, i.e., batched non-anonymous
membership proofs and batched anonymous membership proofs,
which offer plausible anonymity assurance respectively on the
organization group list and on the users when combined within
the blockchain applications. The non-anonymous membership
proof scheme requires a trusted setup, but its proof size is only
one bilinear group element and is independent of both the size of
list and the number of users. The anonymous membership proof
scheme requires no trusted setup, and its proof size is linear in
the size of organization group and is independent of the number
of users. Their security relies respectively on the CubeDH and the
discrete logarithm assumptions. Finally, as a use-case application
scenario, we extend Mesh which is a blockchain based supply
chain management solution to Mesh+ which supports batched
anonymous membership proofs.

Index Terms—anonymous, batched membership proof,
blockchain, IoT, supply chain

I. INTRODUCTION

Blockchain is an innovative system that enables various
applications in a decentralized, secure and transparent envi-
ronment, such as supply chain managements, transaction exe-
cutions and so on. Transaction transparency is the powerhouse
of trust in blockchains, and in the same time a restraining
factor for applications that require complete or even some
degree of privacy (e.g., healthcare, banking, and supply chain
management applications). Generally, transaction privacy can
be divided into two parts: 1) the anonymity of participating en-
tities, and 2) the confidentiality of the transacted information.
In some real world applications, however, complete anonymity
is usually undesirable. Instead, some level of accountability is
often required, for instance, a healthcare application where
physicians are updating patient records or insurance claims
that are submitted to smart contracts by claimers needs the

entities involved in the respective blockchain application to
be identified. In such a scenario where transaction parties are
identified (e.g., through certified credentials), confidentiality
of information can be achieved through membership proofs
where only these users whose membership relations are val-
idated can access to the related service. All those scenarios
require some kinds of membership proofs.

Membership proof is the problem to check whether an entity
belongs to a public or private list. It has been showed that
membership proof is a very useful building block employed
widely in IoT-level applications. This primitive protocol is
already used in many scenarios, with usage scenarios rang-
ing from the well-known cryptocurrency like Bitcoin to the
current emerging healthcare systems and so on. For instance
in blockchain where checking the membership of an unspent
coin in a huge set is necessary, or in the scenario where
certain privacy-preserving property on the set or on the entity
is required.

Apart from efficiency, some level of privacy is often re-
quired in many scenarios where the privacy of the entire list
is more important, especially in healthcare area. For example,
an organization or group (e.g., hospital, pharmacy, clinic) in
healthcare needs to prove to the third arbitration that some
entities or patients belong to the list of, say, suffering from
some kinds of diseases in the event of a dispute. Certainly, in
this case we do not want to reveal any information about the
entire list (of patients) except for the controversial members.

Membership proof plays a very important role in the context
of blockchain, mainly in the design of encrypted cryptocur-
rency, where the privacy protection of user identities is the
future trend. For example, in Bitcoin, the blockchain should
maintain a collection of “unspent transaction outputs” (UTXO)
[1] to indicate those coins that are eligible for future transac-
tions. Checking a coin x is in the set UTXO is mandatory
before validating a transaction spending x. The same settings
are given in Zcash cryptocurrency [5]. In Zcash, checking the
membership of the unspent coins is done in a similar way
but without revealing both the participating entities and the
coin of transaction, which needs a zero-knowledge version of
membership proof.

More recently, AlTawy and Gong [2] presented Mesh,
a blockchain based supply chain management solution. By
adding a ciphertext that encrypts the public identity of an978-1-6654-3568-0/21/$31.00 ©2021 IEEE
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authorized member and a membership proof string certificate
that encrypts the valid membership relation in a transac-
tion, Mesh can provide the participating members with local
anonymity related to the organization group that they belong
to. Therefore, the smart contract that manages the supply chain
can verify the membership relations of a given authorized
organization without knowing the identity of the members.
However, the performance of the entire system is rather poor,
since for each transaction, the blockchain system needs to
communicate with the authentication server for validating the
proof of membership.

A naive way to prove membership relations is to check if
an element is in the list by going through all the elements.
But this method has two obvious shortcomings: The first one
is that the efficiency of this method is insufferable in many
scenarios, especially when the size of the list or the number
of relationships that need to be proved is very large. The
second is that it does not have any privacy guarantees. These
shortages are especially undesirable in blockchain applications
where validator nodes (or clients) should run fast and some
participants must be anonymous. In this work, we focus on
the following three issues:
• Scalability: Is it possible to check that ` elements are part

of a list S without having to checking the membership
relations one by one?

• Member privacy: Is it possible to check that one or more
elements x’s are in a public list S for some encrypted
elements or without revealing any information about x’s?

• List privacy: Is it possible to check that one or more
known elements x’s are in S without revealing any
information about the other elements in S?

A. Our contributions

In this work, we present two batched membership proofs
for multiple users, i.e., batched non-anonymous membership
proofs and batched anonymous membership proofs, which
offer plausible anonymity assurance respectively on the or-
ganization group and on the users when combined within the
blockchain applications.

– Batched non-anonymous membership proof. By using a
subvector commitment scheme introduced in [16], we pro-
pose a batched membership for multiple users, which offers
privacy assurance on the list of members in the blockchain
applications. In particular, we can check that one or more
known users are in a private list in the same time without
revealing any information about the other members in the list.
The proof is only one bilinear group element, and is constant
both in the size of list and the size of users. Furthermore,
the proposed scheme supports to update the list members
dynamically. The scheme requires a trusted setup to generate
the public parameters and its security relies on the CubeDH
assumption in the bilinear group model.

– Batched anonymous membership proof. By utilizing non-
interactive proofs of knowledge of discrete logarithms intro-
duced in [12], [18], [20], we propose a batched membership
for multiple users, which offers privacy assurance on the

users when combined within the blockchain applications. In
particular, we can check that one or more private users are in a
public list in the same time without revealing any information
about the users’ identities. The total proof is n + 9 elliptic
curve group elements, two base points and n public parameters
where n is the organization group size. And the proof size is
independent of the number of users. The n public parameters
are simply chosen uniformly at random, thus the proof scheme
requires no trusted setup and its security relies on the discrete
logarithm assumption in the elliptic curve group.

– An improved supply chain system Mesh+. We briefly men-
tion the application of our batched anonymous membership
proofs to Mesh [2]. The detailed analysis of performance of
Mesh with batched anonymous membership proofs will be
given in the full paper.

B. Related Work

In recent years, zero-knowledge succinct non-interactive
argument of knowledge (zkSNARK) has attracted much in-
terest from theory to practice. A lot of research work on
zkSNARK for general NP statements in the form of arith-
metic circuit satisfiability has been done [5], [6], [8], [9],
[13]. However, most of them cannot be directly deployed in
practical applications. Since the arithmetic circuit in practical
applications may be very large, zkSNARKs for general NP
statements are impractical due to the large communication
overhead or the large computational workload. For example,
a common shortage of most universal proof systems is that
the proving time is always several magnitudes slower than the
verification time, especially when proving the membership of
many elements. These approaches do not natively support a
batched operation (that is, proving the membership of multiple
elements at the same time).

By using a general-purpose zkSNARK, a solution with a
constant-size proof can be obtained based on the Merkle trees
[17]. Specifically, we can arrange the list (size n) into a
Merkle tree, and then to prove the membership relations of
the elements in the list is equivalent to prove that there is
a valid path connecting the claimed element on the leaf to
the Merkle root. This needs to prove the correctness of about
log n hash calculations. Thus, a proof of constant size will be
generated if a preprocessing zkSNARK is used, such as [14],
[19]. However, this solution also does not support the batched
operations.

Another solution is the protocol proposed in [10]. Specifi-
cally, the authors presented a zero-knowledge version of mem-
bership proof of an RSA accumulator. However, as described
in [4], if we want to have a high-level security, it requires a
large group of prime order at least q > 2519. For efficiency
reasons in practice, we may not want to have such a large
prime order group [4]. So the efficiency and flexibility are
greatly reduced in practice.

II. PRELIMINARIES

Throughout this work we write [n] to denote the set
{1, 2, . . . , n} and {xi}i∈[n] to denote the set {x1, . . . , xn}.
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We use λ ∈ N to denote the security parameter, and negl(λ)
the set of negligible functions in λ. The larger the value of
λ, the higher the security we have. We denote the process
of selecting s uniformly at random from a given set S by
s ←R S, and the output of an algorithm A on input x by
y ← A(x).

A. Subvector Commitments

A commitment scheme is a very important cryptographic
primitive, which allows one to commit to a selected value,
while maintaining the concealment of other values and also
being able to reveal the committed value in the future. In this
subsection, we briefly introduce the notions of subvector and
subvector commitment. Loosely speaking, a subvector is an
ordered subset of a given vector, and subvector commitments
are a generation of vector commitment schemes [11] where the
opening algorithms (see the definition below) are performed
with respect to subvectors. We follow the notations of subvec-
tor commitments from Lai and Malavolta [16].

Definition 1 (Subvectors [16]): Let n ∈ N be a positive
integer, Γ be a set, and x = (x1, . . . , xn) ∈ Γn be a vector.
Let J = (i1, . . . , i|J|) ⊆ [n] be an ordered subset. The J-
subvector of x is defined as the vector xJ := (xi1 , . . . , xi|J|).

Definition 2 (Subvector commitments [16]): A subvector
commitment scheme is a tuple of four subprotocols SVC =
(Setup,Commit,Open,Verify):
• pp ← Setup(1λ, 1n;ω): Takes as input the security

parameter 1λ, the vector size 1n along with randomness
ω, and outputs the public parameters pp which will be
used by all parties. All the remaining algorithms are
assumed to input implicitly pp which we will omit.

• (C,S) ← Commit(x): Takes as input a vector x ∈ Γn

and outputs a commitment C and the secret opening hint
S .

• ΛJ ← Open(J,x′J ,S): Takes as input an index subset
J ⊆ [n], a J-subvector x′J , and the secret opening hint
S and outputs a proof ΛJ that x′J is the J-subvector of
the committed vector x.

• b ∈ {0, 1} ← Verify(C, J,x′J , ΛJ): Take as input a
commitment C, an index subset J ⊆ [n], a J-subvector
x′J along with a proof ΛJ . It outputs whether C is a
commitment to the vector x and x′J is the J-subvector
of x.

A subvector commitment scheme is correct if an honest
committer can successfully convince the verifier of any index
subset J ⊆ [n] opening, and is compact if both the sizes of the
commitment string C and the proof string ΛJ are independent
of the sizes of the committed vector x and the index subset
J . A subvector commitment scheme is position binding if no
efficient adversary can convince the verifier that the committed
vector x opens to different index set - subvector pairs (J,xJ)
and (I,x′I) such that there exists a common index i ∈ I ∩ J
satisfying xi 6= x′i.

As we will use subvector commitment schemes to construct
our non-anonymous membership proofs, it is not needed to
define hiding for our purpose.

B. Proofs of Knowledge

In this subsection, we define the notion of proofs of knowl-
edge, concretely, proof of representation [18], proof of equality
[12], and proof of existential equality [20] in the discrete
logarithms setting. Roughly speaking, a string is of knowledge
if the prover can convince the verifier not only that the secret
exists, but that he in fact knows such a secret.

Definition 3 (Proof of knowledge [21]): A proof is of
knowledge if there exists a probabilistic polynomial time
algorithm E such that, for any input x ∈ {0, 1}∗ and proof
π ∈ {0, 1}∗ with Pr[Vπ(x) = 1] > negl(λ), Eπ(x) can extract
an NP witness w for x with a non-negligible probability.

In the following, we use PoK{x : conditions} to denote the
proof of knowledge of the witness x satisfying conditions.
If not explicitly notated, we assume all base points and
logarithms are on a group of prime order q and H is a collision
resistant hash function.

Definition 4 (Proof of representation [18]): A message-
dependent proof of knowledge of the EC discrete logarithms
representation of y to the base points (g1, . . . , gn) where 1 ≤
n ≤ q − 2, is given by PoK{(x1, . . . , xn) : y =

∑n
i=1 xigi}.

The proof is the tuple (r, s1, . . . , sn) and is generated non-
interactively by the prover as follows:
• For each secret discrete logarithm xi, compute

vi ←R Zq, ti := vigi.

• For the message m, compute

r := H

(
m, g1, . . . , gn, y,

n∑
i=1

ti

)
.

• For each secret discrete logarithm xi, compute

si := vi + rxi.

Only the prover who knows a representation y =
∑n
i=1 xigi

can construct the proof. It is showed [18], [20] that this proof is
zero-knowledge about xi, 1 ≤ i ≤ n. The verification equation
is

H

(
m, g1, . . . , gn, y,

n∑
i=1

sigi − ry

)
?
= r.

Definition 5 (Proof of equality [12]): A message-dependent
proof of knowledge that the EC discrete logarithms of yi to
the base point gi are equal for all i ∈ {1, . . . , n} where 1 ≤
n ≤ q− 2, is given by PoK{x : yi = xgi for all i ∈ [n]}. The
proof is the tuple (r, s) and is generated non-interactively by
the prover as follows:
• Choose v ←R Zq and for each i ∈ [n], compute

ti := vgi.

• For message m, compute

r := H
(
m, {gi}i∈[n], {yi}i∈[n], {ti}i∈[n]

)
.

• Compute
s := v + rx.
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Only the prover who knows the discrete logarithms
loggi yi, i ∈ [n] and all of them are equal, can construct the
proof and convince the verifier. It is showed [12], [20] that this
proof is also zero-knowledge. It does not leak any information
about x. The verification equation is

H
(
m, {gi}i∈[n], {yi}i∈[n], {sgi − ryi}i∈[n]

) ?
= r.

Next, we introduce the proof of knowledge that there exists
at least one of the n discrete logarithms (logg1 yi’s) which is
equal to another logarithm (logg2 z). To simplify notations, in
the following definition we assume that the relation holds for
i = 1, e.g., the prover knows that x = logg1 y1 = logg2 z and
wants to convince the verifier that but without revealing for
which i this relation holds.

Definition 6 (Proof of existential equality [20]): A message-
dependent proof of knowledge that there exists one EC discrete
logarithm of the yi, i ∈ [n] to the base g1 is equal the
discrete logarithm of z to the base g2, without revealing any
information about which yi this relation holds, is given by
PoK{x : z = xg2 and ∃ i ∈ [n] s.t. yi = xg1}. The proof
is the tuple (r1, . . . , rn, s1, . . . , sn) and is generated non-
interactively by the prover as follows:
• Choose vi ←R Zq for each 1 ≤ i ≤ n and ri ←R Zq for

each 2 ≤ i ≤ n, and compute
– c1 := v1g1 and ci := vig1 − riyi for 2 ≤ i ≤ n,
– d1 := v1g2 and di := vig2 − riz for 2 ≤ i ≤ n.

• For message m, compute
– r := H(m, g1, g2, {yi}i∈[n], z, {ci}i∈[n], {di}i∈[n]).
– r1 := r −

∑n
i=2 ri.

• Compute
– s1 := v1 + r1x and si := vi for 2 ≤ i ≤ n.

It is showed that this proof does not reveal any information
about which of the n witnesses the prover knows [20]. The
verification equation is

H
(
m, g1, g2, {yi}i∈[n], z, {sig2 − riyi}i∈[n],

{sig1 − riz}i∈[n]
) ?

=

n∑
i=1

ri.

Noticed that all three proofs of knowledge are message-
dependent, we can remove the message m from the com-
putations of hash challenges to make the definition message
independent if necessary.

III. NON-ANONYMOUS MEMBERSHIP PROOFS

In this section, we describe our non-anonymous member-
ship proof schemes for multiple users. Formally, given one
organization group with n members {ID1, . . . , IDn}, for any
index set I ⊆ [n] we want to prove that ID′i ∈ {ID1, . . . , IDn}
for any i ∈ I but without revealing any information about
other members IDj for j ∈ [n] \ I .

We propose our direct construction from bilinear groups
where the CubeDH assumption holds. Our construction is
inspired by the work of Lai and Malavolta [16]. Without loss
of generality, we assume our ID space ID is Zq . For a more

general ID space, we can use a collision resistant hash function
to hash the IDs to Zq .

• pp ← Setup(1λ, 1n;ω). This setup algorithm takes as
input the security parameter 1λ, the organization group
size 1n, and a randomness ω. It outputs the public
parameters pp as follows.
– (q,G,GT , G, e) ← GGen(1λ;ω) where G,GT are

multiplicative groups of prime order q, e : G × G →
GT is a non-degenerate bilinear map, and G is a
generator for G.

– ∀ i ∈ [n], zi ←R Zq .
– ∀ i, i′ ∈ [n], Gi := Gzi , Hi,i′ := Gzizi′ .
– pp :=

(
q,G,GT , G, {Gi}i∈[n], {Hi,i′}i,i′∈[n],i6=i′ , e

)
.

• (C, aux) ← Commit(x): The committing algorithm in-
puts an ordered organization group public ID vector
ID = (ID1, . . . , IDn) ∈ Znq . It outputs a commitment
string C and some secret opening hint aux (auxiliary
information in Definition 2) as follows.
– C :=

∏
i∈[n]G

IDi
i .

– aux := ID = (ID1, . . . , IDn).
• (C′, aux′) ← UpdateCommit(C, J, IDJ , ID′J): The up-

dating commitment algorithm inputs a comitment C, an
index subset J ⊆ [n], two vectors of length |J |. It updates
the positions in J from IDJ to ID′J to produce a new
commitment C′ and opening hint information aux′ as
follows.
– C′ := C ·

∏
i∈J G

ID′
i−IDi

i .
– aux′ is the updated organization group ID vector.

Noted that for an organization group with n members, the
commitment C is only one bilinear group element and indepen-
dent of the size n of the organization group. If the members
in the organization group are unchanged, the commitment C is
also unchanged. Furthermore, we can also use UpdateCommit
to update the IDs of some users in the organization group
dynamically and efficiently.

Now given an index set I ⊆ [n] with size 1 ≤ ` ≤ n and a
vector ID′I , the proof of membership relations that ID′i = IDi
for any i ∈ I is the bilinear group element ΛI and is generated
by the prover as follows.

• ΛI ← Open(I, ID′I , aux): The opening algorithm takes as
input an index subset I ⊆ [n], an ID vector ID′I of length
|I| along with the secret opening hint aux (auxiliary
information). It outputs a proof ΛI that ID′i = IDi for
any i ∈ I as follows.
– ΛI :=

∏
i∈I
∏
i′ 6∈I H

IDi′
i,i′ .

The prover sends the proof ΛI to the verifier, and the verifier
does the following verification.

• b ∈ {0, 1} ← Verify(C, I,x′I , ΛI): The verification
algorithm takes as input a commitment string C, an index
subset I , an ID vector ID′I of length |I| along with a
proof ΛI . It outputs 1 (i.e., it accepts) if and only if the
following conditions hold.
– ID′i ∈ Zq for each i ∈ I ,
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– e

(
C∏

i∈I G
ID′

i
i

,
∏
i∈I Gi

)
= e(ΛI , G).

The proof alone is only one bilinear group element and is
constant both in the size n of the organization group and the
size ` of users. We refer to [16] for a detailed security proof.

IV. ANONYMOUS MEMBERSHIP PROOFS

In this section, we consider the anonymous membership
proofs for multiple users, which means that we want to prove
some users are members of one organization group but without
revealing for whom this membership relation holds. This is to
say that if we have ` entities who are claimed to be in an
organization group, we need to generate a batched proof for
the following statements:
• Each element (see ci below) encrypts a valid identity form

(e.g., ID′i = xiα where α is one primitive base point) for
1 ≤ i ≤ `;

• The encrypted identities are members of the organization
group, i.e., ID′i ∈ {ID1, . . . , IDn} for 1 ≤ i ≤ `.

First, we define the public identity IDi’s generation and
encryption schemes where public key encryption is performed
using ElGamal scheme over EC [15]. We assume that the
public parameters which consist of the chosen elliptic curve,
its order q, two primitive points α and β, and the organization
group’s public encryption key ym where ym = xmβ, are
shared by all entities. Here xm ∈R Zq is the organization
group’s secret encryption key.

1. Identity gereration IDGen. This identity generation pro-
cess is run by each member to generate their public
identity IDi that is registered at the organization group
manager and stored in the organization group server.
(xi, IDi)← IDGen(1λ) :

xi ←R Zq
IDi := xiα.

2. Identity encryption IDEnc. Because of anonymity, the
public identity is needed to be encrypted using ElGamal
scheme under the organization group’s public encryption
key ym.
(ci,1, ci,2)← IDEnc(xi, ym) :

ki ←R Zq
ci,1 := kiβ

ci,2 := kiym + xiα = kiym + IDi.

Now a member can sign a blockchain transaction by first
hashing the message and the ciphertext then signing them by
the shared organization group’s signature key [2].

In the sequel, we assume the ` claimed organization group
members have public identities ID′1, . . . , ID

′
`, respectively. For-

mally, the anonymous membership proof scheme for multiple
entities is defined as follows.

Definition 7 (Multiple anonymous membership proofs): Let
`, n be two positive integers and ` ≤ n. Given ` encrypted
identities ci = (ci,1, ci,2), where ci,1 = kiβ, ci,2 = kiym +
ID′i and ID′i = xiα for 1 ≤ i ≤ `, a multiple anonymous

membership proof that ci’s encrypt ` valid member identities
from a set of identities {ID1, . . . , IDn} is given as

PoK

{
(k1, . . . , k`, x1, . . . , x`) : ∀ i ∈ [`],

ci,2=kiym+xiα
and ci,1=kiβ and
∃ ji∈[n] s.t.

ci,2−IDji
=kiym

}
.

When combined with the ideas of proof of representation
and proof of existential equality introduced in Section II, a
naive way is to verify the ` membership relations one by one,
namely one action per item as follows.
– For 1 ≤ i ≤ `, verify

PoK{(ki, xi) : ci,2 = kiym + xiα} and
PoK{ki : ci,1 = kiβ and ∃ ji ∈ [n] s.t. ci,2 − IDji = kiym}.

It is easy to see that this scheme is very inefficient, in that
the prover needs to generate ` proofs of representation and `
proofs of existential equality, and the verifier needs to verify
2` equations for ` membership relations. The proof size is at
least (2n+ 3) · ` elliptic curve group elements.

To solve these problems more efficiently, we introduce two
additional “random” scalar values t1 and t2 into the above
scheme to combine ` items to a single item. Concretely, let

t1 = H
(
m,α, β, ym, {IDi}i∈[n], {ci,1}i∈[`]

)
,

t2 = H
(
m,α, β, ym, {IDi}i∈[n], {ci,2}i∈[`]

)
.

For the ` proofs of representation PoK{(ki, xi) : ci,2 =
kiym + xiα}, we can instead do the following batched proof.

PoK

{
(k1, . . . , k`, x1, . . . , x`) :

∑̀
i=1

ti1ci,2 =

(∑̀
i=1

ti1ki

)
ym +

(∑̀
i=1

ti1xi

)
α

}
.

Now the adversity is bound to
∑`
i=1 t

i
1ci,2,

∑`
i=1 t

i
1ki and∑`

i=1 t
i
1xi. A standard argument (Schwartz-Zippel Lemma)

tells us that, for example, for any {xi : i ∈ [`]} 6= {x′i : i ∈
[`]}, it holds

Pr
t1←RZq

∑
i∈[`]

ti1xi =
∑
i∈[`]

ti1x
′
i

 ≤ `

q
.

Therefore, if we model the hash functionH as a random oracle
[3], the soundness is at most 3`/q by the union bound, which
is negligible in λ.

By the definition 4 of proof of representation, the proof
consists of 3 elliptic curve group elements and is constant in
the size n of the organization group. Now let us look at the
second proof of existential equality. We can also follow the
previous idea and do the following batched proof.

PoK

{
(k1, . . . , k`) :

∑̀
i=1

ti2ci,1 =

(∑̀
i=1

ti2ki

)
β

and ∃ j1, . . . , j` ∈ [n] s.t.∑̀
i=1

ti2ci,2 −
∑̀
i=1

ti2IDji =

(∑̀
i=1

ti2ki

)
ym

}
. (1)
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Let us once again look carefully at the definition 6 of proof
of existential equality. A natural problem is that we cannot
directly apply the scheme of proof of existential equality to
our case. The reason is that existential equality captures the
case where the logarithm of one of the yi, i ∈ [n] to one base
point is equal to the discrete logarithm of z to another base
point. However, in our case we need to prove that there exist
` entries out of n members that satisfy some given equations.
Of course, a naive way is to encode all the possibilities of `
ordered tuples out of the n members. But this is unacceptable
as the total number (`-permutations out of n) of possibilities
is very large.

Instead of using a proof of existential equality, we consider
the proof of equality. Concretely, let

y =
∑̀
i=1

ti2IDji ,

then we can rewrite (1) as

PoK

{
(k1, . . . , k`) :

∑̀
i=1

ti2ci,1 =

(∑̀
i=1

ti2ki

)
β and

∑̀
i=1

ti2ci,2 − y =

(∑̀
i=1

ti2ki

)
ym

}
. (2)

From Definition 5 (proof of equality), the proof alone is of
length 2 elliptic curve group elements and is constant in the
size n of the organization group as well.

Of course, we must still prove that y =
∑`
i=1 t

i
2IDji . Let

w be a vector of length n where the ji-th entity is equal to ti2
for i ∈ [`] and 0 elsewhere. Therefore, y can be regarded as
the inner product of w and the public ordered vector ID :=
(ID1, . . . , IDn). Equivalently, we need to prove the relation
y = 〈w, ID〉 without revealing any information about w. In
the following we describe how to do that.

First, we need a setup algorithm to generate n public
parameters,

(e1, . . . , en)←R Znq .

Now, the proof is the tuple (r, u, s, z1, . . . , zn) and is generated
non-interactively by the prover as follows:

• Choose vi ←R Zq for each 1 ≤ i ≤ n, ρ1 ←R Zq ,
ρ2 ←R Zq and compute
– u :=

∑`
i=1 t

i
2ejiα+ ρ1α,

– d1 :=
∑n
i=1 viIDi,

– d2 :=
∑n
i=1 vieiα+ ρ2α.

• For message m, compute
– r := H(m,α, y, t2, {IDi}i∈[n], {ei}i∈[n], u, d1, d2),

where H is a collision resistant hash function.
• Compute

– zi := rxi + vi for 1 ≤ i ≤ n,
– s := rρ1 + ρ2.

The verification equation is

H

(
m,α, y, t2, {IDi}i∈[n], {ei}i∈[n], u,

n∑
i=1

ziIDi − ry,
n∑
i=1

zieiα+ sα− ru

)
?
= r.

We can show that this proof of y = 〈w, ID〉 is perfectly
complete, honest-verifier zero-knowledge (without revealing
any information about w) and computationally sound when
q is exponential larger than ` and n. The detailed security
analysis is given in the full version. The proof alone consists
of n + 3 elliptic curve group elements apart from the n
public parameters (e1, . . . , en) and is only dependent of the
organization group size n.

Putting all things together, we obtain the final batched
anonymous membership proof scheme. The entire proof is also
perfectly complete, honest-verifier zero-knowledge (without
revealing any information about the ` membership relations)
and computationally sound when q is exponential larger than
` and n. The total proof size is n + 9 elliptic curve group
elements (counting the claimed inner product y), two base
points and n public elements.

As in Mesh [2], the final scheme ensures the privacy
of entities, because we use ElGamal encryption scheme to
encrypt the identities of entities, which is semantically safe
under the Diffie-Hellman assumption [7]. More concretely,
assuming that the private keys of all IDs are only known
by their corresponding members, the anonymous membership
proofs can ensure the valid identity (encrypted in c under ym)
of the signer in the transaction.

V. MESH+ WITH BATCHED ANONYMOUS MEMBERSHIP
PROOFS

In this section, we use Mesh [2] as a use-case to show how
our scheme of batched anonymous membership proof can be
used to improve the performance greatly.

Mesh system consists of three subsystems, Mesh server,
a blockchain smart contract, and RFID subsystems. Mesh
server’s functionality is to authorize participate parties, verify,
update and keep a list of participants that are allowed to use
the system as well as to revoke the parties in the system which
are malicious or whose private keys are exposed. In its supply
chain life cycle, a product is identified by its RFID tag and
can be owned by n owners (given supply chain participants)
where each owner is a member of an organization group
of n members. On the blockchain, the supply chain smart
contract verifies the membership proof, and if the verification
is successful it stores authenticated private tracking history of
the product.

In the work of Mesh [2], it mentioned that it could consider
the subset of the organization group for efficiency consider-
ation, but it did not present any mechanisms for achieving
this goal. As we have mentioned in Section IV, the naive
scheme which was used in Mesh cannot support a batched
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verification with performance better than ` times verifying a
single membership proof.

Now we can apply our scheme of the batched anonymous
membership proof system to Mesh’s architecture. The resulting
system is referred to as Mesh+. In order to do so, we need to
add one more step for selecting a subgroup leader to combine
the proofs of the subgroup of ` participants in an organization
with size n ≥ ` and to generate a batched membership proof.
The organization group’s public-key will be the Mesh server’s
public-key. So, the property of locally anonymity is preserved,
since Mesh server can remove this anonymity once some
malicious behaviours are observed from this subgroup, and
those which are malicious can be individually identified.

Since each organization group in supply chain management
may be involved in many product chains, for example, for
Amazon, it has more than 12 million product supply chains,
Walmart, about 75 million products where Walmart has de-
veloped their food supple chain management for traceability
system with Hyperledger Fabric. As the authors of Mesh [2]
has reported, if the organizations would like to use public
blockchain systems, such as Eutherum, the gas fees are high.
So the authors recommended the organization group size n
should be less than 50, since for larger organization groups
n > 50, it runs over the current block gas limit set by
Ethereum.

However, this problem is resolved in Mesh+. The detailed
analysis of the implementation cost of Mesh+ will be given
in the full paper of this work.

VI. CONCLUDING REMARKS

In this work, we present two batched membership proofs
for multiple users, i.e., batched non-anonymous membership
proofs and batched anonymous membership proofs, which
offer plausible anonymity assurance respectively on the organi-
zation list and on the users when deployed in the blockchain
applications. The former only needs one bilinear group ele-
ment regardless of the list size and the number of users that
need to be proved, and supports to update the list members
dynamically and efficiently. The latter does not need any
trusted setup, and the size of the proof is also independent
of the number of users that need to be proved. As a use-
case scenario, we present an extended blockchain based supply
chain management system Mesh+, which supports a batched
verification for many membership proofs in the same time.
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